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1.1

V3 Credit Card Overview

entrée's integrated credit card processor enables distributors to collect funds from and perform refunds for their
customers using their customers' credit cards — immediately, electronically, and securely.

The credit card processing system is has been added as System Option #144 in entrée. It is enabled by
default and may be disabled through the System Preferences System Options tab.

e Supported cards include:
» Visa

= MasterCard
= Discover

= American Express

e To use the credit card processing system you will need:
= An Authorize.NET merchant account. (See: Obtaining an Authorize.NET Merchant Account)

= Active internet connection.

Obtain an Authorize.NET Merchant Account

Getting Started with Credit Cards

NECS has partnered with credit card payment processor Authorize.NET to perform credit card authorization.
Distributors will be required to setup a merchant account with Authorize.NET before they can begin processing
credit card transactions through entrée. Authorize.NET has competitive rates offered for NECS customers.

Important: Use this link to sign up online for Authorize.NET

http://reseller.authorize.net/application/?resellerld=10430

To begin using the credit card payment feature, you'll need to sign up at the link above for Authorize.NET for a
Merchant Account (if you do not have one already) and a Payment Gateway Account.

The NECS technical support department can assist you in this process, and answering any guestions you
have concerning credit card processing with your entrée software.



http://www.authorize.net
http://reseller.authorize.net/application/?resellerId=10430
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Configuring entrée V3 for Credit Cards

Required Security Management Updates
e Before you can configure credit card processing in entrée you must update the security permissions for the
System Administrator and the user name who will be editing credit card data and the credit card gateway

settings. Once this security update is completed that user can configure credit card processing for the
system.

1. To update security settings for the System Administrator (or designated User name) use menu path:
System > Security Management.

Security Management...
i@ﬁrnups @gdd @Qelete @ E it
|Jser name Ordertaker Code  Full name Disabled  Description
! STHA entrée administration acco... 0 Standard adminiztration accaount fr
CHRIS LA CHRIS Mo SALES
CYMDY CE CYMDY E. Mo OFFICE
FRAMN FRA&MN C. Mo WAREHOUSE
JACK, JACK M. Mo WAREHOUSE
ROGER ROGER T. Mo WAREHOUSE
il
Enable "Advanced"' mode

2. Select the User name of the person who requires the security access. Usually the System Administrator
user will be performing the edits for credit card processing.

Note
g Whomever is configuring credit card processing will need these permission changes for their user
name account.

3. Then click the Edit button at the top to make changes to the security setting.
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The Properties dialog will open in
the General tab for the user.

4. Click the Setting button.

5. Now click the + plus sign next
to Miscellaneous system
options to expand the options
list.

6. Scroll down the options list and
check these two options:

# 31 Allow editing of stored
credit card data

# 55 Allow editing of credit
card payment gateway
settings.

7. Click OK.

8. Then click Exit to close the
Security Management dialog
box.

Properties of the ADMINISTRATOR user account

&
@ﬁeneral 3] Groups

Seltings @Ennt

File

Irwoicing

Irwventary

Accounting

Reparts

System

Purchasing

Mizcellaneous system options

£l (EaREERE ARE SE R I e

["]Shaw user's "Autharized" options

Copy. | I 4 O I XEanceI |

8
:E General gjﬁloups Eﬁﬁettings @Erint

28: Allow overide of Credit Hold
29: Allow Intemnet Help Updates
21: Allows editing of stored credit card data |
32 Allow editing of the "Information Panel" layout in Invaicing
33 Allow editing of printed invaices
34: Allow editing of the "Apply Date'’ value in Enter Cash Receipts
35: Allow editing of the "Batch Mumber' value in Enter Cash Receipts
37 Allow editing of the Order Date in invoicing
39 Automatically logoff the entrée system when idle
O 40: Prevent selling below Base Cost
43 Allow access to “Credit Hold" features
48: Change Sales Order after one day
43; Change Route/Stop information in Invaicing
51: Display 5 pecial Price tabs in Customer and Inventory Maintenance
[ & 55: Allow editing of credit card payment gateway settings |
O 5&: Dizable editing of the Inventary tab in lrventory File Maintenance
B2 Allow uszer bo view item images in Invoicing
B3 Allow editing of customer nates fram Customer Account [nguirny
B4: Allow editing of customer notes from Cash Receipts and Cash Refund
BE: Allow creation of invoices on scheduled non-wark, days

I |

[ Show user's “dutharized" optiohs

Copy | I a4 K I XEanceI |

Now proceed to the next page for information about Configuring System Options.
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Configuring System Options
To configure credit card processing in entrée go to the System Preferences dialog System Options tab.

1. First you must check system option #144 'Enable Credit Card Processing Support' and click OK.
i
| PersonalSettmgs | Company Invaice Headings | Ema|ISetup | Fieturn Codes | Comment Farts | Holu_:lays | ertree.DOT |
i General | Decumentsi System Options i Frirters | D ata Files | Fricing Setup | GLAcceunts_] Scroling Message |
2

Additional Features

138. Check customer High Credit Limit during invoice editing
| |140. Save Sales Order pricing to 5 pecial Price

|_|141. Double-space Purchase Orders

|_|142. Bid Pricing iz allewed to evemde Mlnlmum Sell F'nce

[ # Configure
Call list daps 4@

[ 148 Sort and sub total Loading Sheet by "Categaory” -
| 1147, Sort and subrtotal Invoice by "Categany”
| 1148, Allow invoices with missing lot information to be printed

Option D escription:
144, Enable Credit Card Processing S uppart

Enable this option to allow for orling credit card processing. vou will need an Authorize. MET mernchant
account bo make use of this feature.

l Xgancel |

2. Now go back into the System Preferences to the System Options tab and go to the Additional Features
section.

3. Tap the drop down menu and select the 'CC Processing Config' option (the option will only be visible if
system option #144 has been enabled).

System Preferences

| PersenalSettmgs | Company [rvoice Headlngs | EmalISetup | Fieturn Codes | Cornment Forts | Holidays | ertree.DOT |
i General | D ocuments System Options Frirters | D ata Files | Fricing Setup | GLAccounts_] Scroling Message ]

Ml 1. Aotoratic P.O. generation during Irvoicing
2 Automatic breaking of cases

|| 3 Track Production Mumber per Iet

4. Translate "pounds' to "cases" in lnvoicing
. Enter military TCH # on invaoices —
E. Azzign Order Murber in Enter 'weights A
7.

=

Additional Features

Frint 5%'S comment an Loading Sheet

! =Ommmel ! i Feport Delimiter Options
Omit degcription lines 2-4 on Invoice and Loading Sheet

9. Split mutiple lots (217 in Invoicing
| 110. System to assign Lot Mumbers

Option D escription:

Document Selection
Configure Edit Interlocks
Azzign Routes Optioks
Invoice Information Panel Config
the Tlansfer Infe Panel Canfig

1. Automatic P.0. generation during |rvoicing

entree MET Dptlons

“wihen this option is set taYES, the system can automatically create a purchaze order, while po
irvoice. Thiz option appeals to thoge distributors that will anly order product from their vendars when

an order iz placed by their custamer [usually large orders). ‘While invoicing, the system will allow you to
zpecify the vendar from whom each item the customer orders should be purchaszed. A purchase order

number will be assigned for each vendor that can be printed through the Purchase Order menu., !
a OK . x LCancel

4. Click the Configure button below Additional Features and the 'CC Configuration' dialog will open.

Proceed to the CC Configuration Overview section on the next page for configuration settings
and instructions.
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CC Configuration Overview

When you click the Configure button the 'CC Configuration' dialog will open and display the 'Authorize.NET
Gateway Settings'.

CC Configuration

1. Fill in the information as
described in the chart below. Authonize.MET Gateway Settings
2. Click Save when all the AP Login 1D ]
information has been entered.
AP Transaction F.ey
3. It will return you to the System
Options tab where you will |_|Enable test mode.
click OK. “Wher running in test mode trangzactions will proceszed but
not zaved by Autharize MET.
4. Next proceed to the Storing

Customer Credit Cards [ . ]
e e e s 5 C I
chapter that follows. l AN l Rl
API Login ID The API login ID and transaction key are issued by Authorize.NET and
may be retrieved by logging into your merchant account through the
API Transaction Key Authorize.NET website at: https://secure.authorize.net/

Once logged into the Authorize.NET website click on the 'API Login ID
and Transaction Key' link located under the 'Security Settings' heading
of the "Account’ section.

Enable Test Mode This flag puts the credit card processing system into test mode. While
in test mode entrée will appear to process transactions normally but
they will not be saved by the Authorize.NET gateway for settlement.

- INote _
= Some operations may behave unexpectedly when
operating in test mode. For example all transaction id's and auth

codes returned from Authorize.NET will be '0'.



https://secure.authorize.net/
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Storing Customer Credit Cards

Customer File Maintenance Credit Card Management

The heart of entrée's credit card processor is stored credit card information. Credit card data must be stored
on file for your customers. The credit card data is encrypted on disk, and once entered into the system, is
never displayed in its entirety again — not to anyone, at any point. The numbers are displayed using an
industry-standard mask such as: 41**rxxxrk] 111

Managing stored credit card data is quite simple. Once the credit card processor has been activated, a new
tab in the Customer File Maintenance screen appears, labeled 'Credit Cards'. If the user's password options
allows access to editing of the stored credit card data, this screen will allow the addition, editing, deletion, and
testing of a stored credit card. Otherwise, this screen is read-only.

The customer's default card is displayed in blue, and any stored credit cards, which have expired, are
displayed in red.

i. Cuzhorner \| Bill Ta/Ship Ta \| Routes ] Muotes ] Group Pricing \| Hiztomy \| Special Pricing ] Mizcellaneous 1 \| Miscellaneous 2 | Credit Cards |

D _Custho _Name _Mumber _Expires
2 ANMT0 &nn Sand Master Card AfF=====0m B/2016

Default Card iz in ELUE
Expired Cards are RED

Add Card |

il |
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2.1

2.2

2.3

Adding / Editing Credit Cards

o

To setup a new stored credit card, first
click the "Add Card" button. The stored
credit card data window will appear.

Edit Stored CC

Card Dezcription T.Banks Viza Card
The card description can be any name Card Number 4007000000027
that will easily distinguish this card. . Al :¢ I S016 |2
All values on this form are required. Campary ALE= & PETES PROVISIONS

. . . Cardholder First Mame | Timathy
If more than one credit card is assigned

to a customer checking off 'Default card Cardholder Last Mame  Banks
for this customer will tell entrée which

R Addrezs 28 Revers St
card to use when creating invoices for
customers with payment terms set to City Bostan
CREDIT CARD. State | M aszachusetts 4
Postal Code 01584
Telephane [973) 5551270

v | Diefault card far this customer

F. l Cancel

o For more information please see: Accepting Credit Card Payments.

This information is used for the transaction authorization process when attempting to perform a funds capture
or refund. Please ensure this information accurately reflects the cardholder's billing information.

Removing Credit Cards
To remowve a customers card select the card to remove from the list and click on the 'Delete' button.

The stored credit card manager allows cards to be remowed if they are not linked to any transactions. If a card
is linked to any transactions, an error dialog will appear saying "Cannot delete "card name" This card is still
linked to transactions, which must be purged before it can be deleted".

Credit card transactions must remain in the system for the lifetime of an inwice so as to provide accurate
history and refund ability. Credit card transactions are moved into history when the 'Close Period' utility is ran
and purged from the system when the purge 'year-to-date’ utility is ran.

Testing Credit Cards

In some cases, it may be desirable to test a card prior to putting it into senice. To accommodate this, the
"Test Card' button may be clicked on the desired card. This will authorize $1.00 on the card, then woid the
transaction. The result of the test authorization will be presented in the credit card processing dialog.
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Accepting Credit Card Payments

entrée's integrated credit card processor allows for credit card payments to be processed automatically at

invoice print time or manually through Enter Cash Receipts using the E button.

—

Customer Mo, ANN20 | 2| Receipt Information
: Receipt amaount 0.00j i

AMN'S KITCHEN

12 AENTOLL 57 &pply as Credit/Discount |
BEVERLY.CT 05443 [ |Apply | O

L] L]
s
Aecaunt Stalus Batch Mumber 107140 Sal CA
atch Mumber alesperson
Balance 255.30 Open Credits 0.o0
Batch Tatal 0.00
Tems WET 7 DAYS ; |
[ 5how "paid" invoices
Ik Date I # Stat [Imv. Amount  [Amount Paid | Credit/Discount | Met Due Apply PATMEMT |P.O. #
1248411 103259
2132 103258 172.30 0.00 0.00 172.30 0.00
m
i Edit Customer Motes l | I LCancel I

¢ Credit card payments may only be processed for the balance of an inwice. In order to accept partial
payment of an invoice by credit card a cash or check payment must first be applied to the inwice.

e The credit card system gives special meaning to a payment terms value of CREDIT CARD. For further

details please see Accepting Payments - Invoicing and Accepting Payments - Cash Receipts.
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Performing Credit Card Transactions ...

nExample
@ All rtanzactions succeeded.

ArnoLint | Status |

Credit Card Transaction . .
i Action | Invoice |

Screen with Approved o Chaige 136568 E5100| Buccess

Charges 4 Charge 136569 10760 Success

Approved: $163.60 Close |

Declined: $0.00

nExam ple Performing Credit Card Transactions ... ]
@ One or more of the invoice charges Failed.
Transaction Processing : _
. . Action | |nvaice | Am-:-untl Statuz |
Screen with Declined : . 3
# Charge 13658 E2.00 [TESTMODE] AR ermor occurred during processing. Fleaze try again.

Charges 3 Charge 136564 107.60  [TESTMODE] The transaction iz currently under review,

Approved: $0.00 Clase |

Declined: $163.60
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3.1

Invoicing

entrée may be setup to process credit card payments when an inwice is printed. There are two ways this
may be enabled:

1. Automatically charge credit cards for a customers inwices by defining a credit card for the customer then
setting their payment terms to CREDIT CARD. This will tell entrée to attempt to charge the card for any
invoice created for this customer. If a customer has multiple credit cards defined you may select which card
to use by setting it as the 'default’ card.

= INote _ _ _ »
= See Storing Customer Credit Cards - Adding / Editing
2. Assigning a credit card to an inwice
through the 'Billing Detail' dialog. Click Payment Termsz
CC - .
the _I button from the Billing details Biec it Pel-oitone | 1.500

screen of the Create / Change Inwice

screen. The stored credit card D e |

manager will appear.

Ship Yia |

3. From there simply click OK after selecting the desired card. The inwice payment terms will automatically
change to CREDIT CARD.

4. Click OK again, and the selected card will be assigned to the inwice.

In both cases the credit card will not be processed until the inwoice is printed. During the invoice print process
a credit card processing window will be displayed listing the results of all transactions for any inwices set to
use CREDIT CARD payment terms.

= INote
= When credit card payments are applied during the invoice print process they are assigned a new

batch number however this batch number will be used for all transactions processed during the print process.
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3.2

Cash Receipts

After credit card processing is activated, a g button is displayed in the "Receipt Information" area of the
Enter Cash Receipts screen. Credit card transactions must be performed before any cash or checks have been
entered and may not be performed when entering multiple receipts.

— Receipt Information

Receipt amaount I 0.00 I:I:l Lpply Eredit Memo |

[~ Apply az Credit/Dizcount GLl [T Mon-&F Beceipt

Check Mumber I I_ Wwirite-atf I_ Erad ekt
Lpple Cate I—"l—"l—

Batch Mumber I-“:":I4E=2 Salesperson ITB
Batch Tatal 0.00 |nvoize Mumber I

Hew Hecept |

¢ Clicking the El button will cause the Credit Card Inwice payment screen to be displayed. The list will be

loaded with all unpaid inwices, showing the inwice number, original invoice date, the inwoice total, and the
outstanding balance.

|.ﬁ.nn Sand Master Card E| E

Pay? |Inv # Balance Due

| 103250 [12/08/11 | 8300
r 02/13/12 172.30 172.30 0.00

I~ | 103258
nl
inl
nl
inl
nl
inl
nl
]

Total amount to be charged: £33.00

l Select Al Unselect All OK Cancel

e Simply check the box next to the inwice to be paid with the selected credit card, and click OK, to process
the checked inwices transactions.

e Use the Select All button or check off one or more inwices for payment in the credit card payment screen
in Cash Receipts to process payments for multiple inwices in a single credit card transaction.
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You can edit the Amt to Pay against the selected inwice (as long as it's not more than the open balance).
Any credit card charge which is used to pay multiple inwices cannot be refunded in part.

You can partially refund a credit card charge that was used to pay a single invoice but a charge that was
used to pay two or more inwices can only be refunded in full.

Check numbers are assigned to each paid inwice, beginning with a "C" and ending with transaction number
returned from the Authorize.NET sener.

Credit card transactions processed through this manner will use the 'Batch Number' assigned on the main
Cash Receipts window.
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Refunds

Refunds may be issued for inwices originally paid either in full, or partially by credit card. After a customer is
selected, all inwices paid by credit card will be displayed. Simply check the box next to the inwice to refund,
and the credit card transaction will be reversed if the transaction is successful.

Please note that transactions paid with a stored credit card that is currently expired cannot be refunded. After
each checked inwice is processed, a detailed summary of any failed transactions will be displayed.

Performing Partial Refunds
A new dialog will appear after selecting the inwices to refund which will allow a "refund amount” to be specified
for each inwoice.

<" INote _ _
= Refunds may only be applied to settled transactions.

«H Credit Card Refund I ]

—Custorner Information

Custamer No. I!-’-‘«LE'IDC , |

ALEX & PETES PROVISIOMS
1605 four seasons blvd
henderzanville, NC 28732-

INVOICE MO | INvOICE DATE | AMOUNT | PaID DATE | CREDIT CARD | ExP DATE | TRANS 1D |
0136365 1242142005 80,00 941342007 gm0 142013 BO7ETORG
136567 9542007 155.00 941442007 Jrm 30 142013 BO7ET1 470
100001 9/5/2007 10,10 9/14/2007 302 142013 RO7ET1547
135328 1/411/2006 55.00 9/14/2007 302 142013 RO7ET1 549

Befund LCahcel
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Transaction History

The credit card transaction history is available for review. This screen will break out the transactions by invoice
number. Expanding the desired inwoice in the tree view will display all of the transactions associated with the
selected inwice. This information can be used in determining problems with any transaction, and is not useful
on a day-to-day basis.

Credit card transactions must remain in the system for the lifetime of an inwice so as to provide accurate
history and refund ability. Credit card transactions are mowved into history when the 'Close Period' utility is ran
and purged from the system when the purge 'year-to-date' utility is ran.

CC Humber ; 40x======027

#4 Credit Card Transactions x|
[#- 136359
- 136563 Imvoice Mo 136401
- 136328 .
El 135341 Customer Mo : ALET10C
- 136383 Date: 97472007
- 136386 :
E| 196365 Statuz : APPROVED
F- 100001 Amount : 355 56
- 136401

& S07661 427 - Authorize, Caphure

- BO7EE1427 - Woid CCExp: 172010
BT ERTERITE Tranzaction D : 507661427

Cloze
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Reporting

The Cash Receipts and Deposit Slips reports have options which all for separating and grouping credit card
payments.

e The 'Display' option controls what types of payments are included on the report. This may be one of:
= All
= Only Cash/Check
= Only Credit Card

e The 'Transaction Type' column in the Layout tab in the reports system may be used to group the payment
types together.

Tranzaction Type

HHXX
Field Length: | 11

Appearance

Colurnn 4idth:

Title #1: | Tranzaction Title #2:  Type
Drata Prefis: Drata Suffis:
Justification: | Left [i Sort in Descending Order: [
MHumeric Sequencing: -
M
L]

[ Print &z Barcode # I 4 OF ixgancelj




© 2000 - 2016 NECS, Inc. All Rights Resenved.




	V3 Credit Card Overview
	Obtain an Authorize.NET Merchant Account
	Configuring entrée V3 for Credit Cards

	Storing Customer Credit Cards
	Adding / Editing Credit Cards
	Removing Credit Cards
	Testing Credit Cards

	Accepting Credit Card Payments
	Invoicing
	Cash Receipts

	Refunds
	Transaction History
	Reporting

